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ABSTRACT

Application of fragile watermarking on biometric images stored at a server or cloud ensures
proper authentication and tamper detection when access to the servers was shared. In this paper,
a hybrid domain fragile watermarking technique for authenticity of color biometric images, using
hybridization of various transforms such as discrete cosine transform (DCT), fast discrete curvelet
transform (FDCuT), and singular value decomposition (SVD) is proposed. The hybrid transform
coefficients are modified according to the scrambled color watermark to obtain watermarked
color biometric image. The security of this technique is strengthened with the usage of Arnold
scrambling, and by using multiple secret keys. The proposed technique is analyzed on FEI Brazilian
face database. The experimental results show that this technique performs better than the existing
fragile watermarking techniques.
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1. INTRODUCTION

Today, the biometric based systems are used everywhere for individual recognition. The biometric
systems overcome the limitation of traditional identification systems which are based on password,
token, and identity card (Jain and Kumar, 2002). The biometric modalities can be physical or behavioral
which includes face, fingerprint, iris, speech and signature etc. The drawback of this system is that it
is possible that the biometric image or template can be modified by imposter at system database or
while sharing (Ratha et al., 2001; Jain and Uludag, 2003a, 2003b; Jain et al., 2004; Jain and Uludag,
2002; Jain et al., 2002; Rege, 2012). Many information hiding approaches such as cryptography,
steganography, and watermarking are used for protection of biometric images against such spoof
attacks (Ratha et al., 2001).
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In biometric as a service (BAAS), biometric databases are stored on servers, and are capable
of authentication and identification of biometrics on request demand. This has similar setup as any
traditional web service; however, at the client level, biometric scanners are used for acquisition of
biometric data. There are two types of services: enrolment and identification. In case of enrolment
of a user, his or her biometrics is scanned and is associated with the unique identity number before
storing in server. For identification, a user is scanned again for his or her biometrics. The system
sends identification requests to server, which would return a match or no-match, based on which, a
user is allowed to access or deny the application. The security of biometrics is vulnerable at system
database due to spoof attacks (Jain and Kumar, 2002; Ratha et al., 2001; Jain and Uludag, 2003a;
Jain et al., 2004).

With the rapid growth in the technology, more than 60 countries worldwide are acquiring, storing
and using the biometric data of their citizens, for various purposes. “Aadhaar”, the name used to
represent “The Unique Identification Authority of India (UIDAI)”, is the world’s biggest biometric
database (over 1.1 billion users face, fingerprint and iris images), and is now facing a serious problem
of unauthorized access to its database. Aadhaar started out as a voluntary programme to help tackle
benefit fraud, but recently it has been made mandatory for access to welfare schemes, pensions and
rural employment schemes, tax filing and is linked to bank accounts and mobile phone numbers.
The Aadhar identity number has cut wastage, removed fakes, curbed corruption and made substantial
savings for the government.

The government of India hired service providers for grievance redress, whose agents are allowed
to enter any Aadhaar number into the UIDAI website and get access and rectifies user information
including name, address, photo, biometrics, phone number and email address. It was reported recently
that the citizen’s personal data was sold online by the agents. Poor security at four government
portals revealed personal and bank account details of around 13 Crore people. The government itself
has admitted that it has blacklisted or suspended some 34,000 service providers for helping create
“fake” identification numbers or not following proper processes. The theft of such personal details
has become very common due to lack of privacy laws, architectures and lack of information security
practices. It is also reported in news, that the biometrics databases around the world, are stolen and
are or misused (BBC News Article, 2016; BBC News Article, 2015). This is due to the fact that
the biometrics, when linked to bank accounts and financial services leads to rise in committing the
frauds, as it is possible for the biometrics such as fingerprints to be stolen and collected and copied
from the public places (The Hindu Business Line Article, 2017; Unique Identification Authority of
India, 2016). [https://www.uidai.gov.in/authentication/authentication-overview/operation-model.
html]. In such scenario, it is the need of the hour, securing the biometrics and personal data, stored
in and shared by the servers.

Encryption which comes first in Digital Rights Management ensures access control and
authentication of users or content. The Aadhar programme for example secures the collected
demographic and biometric information of citizens by means of advanced encryption using a 2048-
key. Cryptographic techniques make the content unintelligible using encryption keys and algorithms,
before its storage/publication/ distribution. But, the person or device having the knowledge of the
decryption key is allowed to access and decrypt completely the encrypted data upon checking his
authorization and user rights, and can tamper or make copies, as in Fig. 1. The encryption techniques
cannot copy control once the data is decrypted. The watermarking techniques on the other hand can
protect and copy control data even after decryption. The fragile watermarking embeds marks in
imperceptible portions of image such that the marks get destroyed in case of modifications/tampering
of the image indicating the same. The objective of fragile marking is to ensure if that the host image
is tampered, and that the data integrity and authentication is maintained. Fragile marks are useful as
evidence that the image is modified.

In this paper, a fragile watermarking scheme is proposed for authenticity verification and tamper
detection of biometric images. A key, which is maintained confidentially by authorized personnel/
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Figure 1. Possible tampering of biometric images
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server owner, is used for watermark extraction non-blindly when required. Successful watermark
extraction indicates the authentication of authorized person, and data integrity. The rest of the paper
is organized as follows: in section 2, some related work is given, section 3 reviews some preliminaries.
Section 4 discusses the proposed color biometric watermarking technique. Experimental results along
with analysis are presented in section 5 and finally, conclusions are stated in section 6.

1.1 Related Work

Many fragile watermarking techniques have been proposed in the literature for authenticating and
tamper detection of biometric images during their transmission or while storing them at server or
system database.

D. Wang (Wang et al., 2008) proposed fragile watermarking technique based on SVD for integrity
verification of biometric image. In this technique, singular values of watermark bits are inserted into
Least Significant Bits (LSB) of biometric mage. This technique was implemented on greyscale iris
images. C. Li (Li et al., 2010; Li et al., 2012) proposed two fragile watermarking techniques based
on LSB substitution for tamper detection and recovery in biometric images. In the first technique, a
multi-level approach is used for integrity verification. The PCA features of biometric image are used
for recovery of tampered region in an image. The authentication bits and watermark bits are inserted
into gray scale face biometric images based on salient region detection and adaptive watermarking.
In the second technique, cover biometric image was divided into two regions: salient and background.
The salient regions have rich information; less affected by the watermark, and thus allows large
watermarks to be embedded into it.

Yang (Yang and Shen, 2010) proposed fragile watermarking technique based on vector
quantization (VQ) for tamper detection and recovery in biometric images. The index table of cover
biometric image is generated using vector quantization method and these table values are used as
watermark. The watermark values are embedding into the cover biometric image for recovery of the
tamper region in the image. This technique is the modified version of Wong’s watermarking technique
(Wong and Memon, 2001). C. Li (Li et al., 2013) proposed fragile watermarking technique based on
multi-block dependency for tamper detection of biometric images. In this technique, the biometric
image is first divided into non-overlapping blocks of size 8x8. A 64-bit watermark is generated for
each block of image and is divided into eight equal parts. Each part of the watermark is inserted into

37



International Journal of Digital Crime and Forensics
Volume 13 ¢ Issue 2 « March-April 2021

another block of image using secret key. This technique was implemented on gray scale fingerprint
images.

M. Joshi et al. (2013) proposed a multilevel semi-fragile watermarking technique for fingerprint
images based on Singular Value Decomposition (SVD). This technique embeds two watermarks for
providing protection of biometric image at system database, and at matcher of biometric system. In this
technique, watermark 1, derived using block based singular values of cover biometric image is used
for authentication. The watermark 2 derived using 2" and 3™ order moments of cover biometric image
is used for the security of features at matcher and to provide resistance against affine transformation
and lossy compression. The authors extended their work and proposed a reversible technique in
2016 (Joshi et al., 2016). V. Joshi et al. (2013) proposed a fragile watermarking technique based on
Multistage Vector Quantization (VQ) and DCT for tamper detection of biometric images. C. Whitelam
(Whitelam et al., 2013) proposed watermarking technique for authentication of biometric image. In this
technique, face image is inserted into fingerprint image to generate watermarked fingerprint image,
which is further inserted into color standard image using steganography. The Riverst-Shamir-Adleman
(RSA) encryption is used for encryption of stego color image for secure transmission.

R. Preda (Preda, 2013) proposed fragile watermarking technique based on wavelet transform for
tamper detection of biometric images. In this technique, the watermark bits are inserted into randomly
chosen wavelet coefficients of gray scale face biometric images. V. Joshi (Joshi, 2014) proposed
watermarking technique based on LSB substitution and encryption for authentication of biometric
image. Bit slicing is applied on cover biometric image, and each bit plane is converted into vectors,
before encryption. The encrypted vectors are converted into encrypted bit plane. The watermark
bits are inserted into LSB of encrypted image using LSB substitution method. This technique was
implemented on grayscale fingerprint images.

C.Li(Lietal., 2016) proposed fragile watermarking technique using singular value decomposition
(SVD), principal component analysis (PCA) and wavelet transform for tamper detection and recovery
of biometric image. In this technique, the authentication watermark bits are generated using SVD for
each block of cover biometric image and the information watermark bits are generated using PCA.
Both these watermarks are inserted into wavelet coefficients of block using wavelet quantization
approach. After detecting tamper regions using authentication bits, the tampered region is recovered
using information watermark bits. A. Czajka (Czajka et al., 2016) proposed fragile watermarking
technique based on discrete cosine transform (DCT) for authentication of biometric image. The image
is first divided into non-overlapping blocks, followed by application of DCT and is then divided into
two types of bits: signable bits and embeddable bits, where the signable bits are used to generate
hash watermark bits. The watermark bits are inserted into embeddable bits of DCT coefficients. This
technique is implemented for gray scale iris image.

A fragile watermarking technique based on SVD is proposed for color biometric image
authentication by E. Tarif (Tarif et al., 2017). In this technique, sparse data generated using sparse
decomposition method is inserted as watermark into singular value of luminance component of
color face biometric image. A. Tiwari (Tiwari et al., 2017) proposed fragile watermarking technique
based on vector quantization, for authentication of biometric images. In this technique, two stage
watermark embedding process is performed for integrity verification and authentication of image. In
the first stage, robust watermark is inserted into vector quantized indices of cover image using zero
level watermarking method. In the second stage, semi-fragile watermark is inserted using modified
index key-based method.

From the literature, it is observed that there are very less number of fragile watermarking
techniques defined for authentication of color biometric images. Taking this as motivation, in the
paper, a color biometric watermarking technique is proposed based on hybridization of discrete cosine
transforms (DCT), fast discrete curvelet transform (FDCuT), and singular value decomposition (SVD).
The proposed watermarking technique inserts color watermark into chosen hybrid coefficients of
cover biometric image. The combination of DCT + FDCuT + SVD provides required fragility. The
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authentication of watermarked color biometric image is performed based on measuring the similarity
between extracted watermark and original watermark information. The main features of the proposed
technique include: (1) Utilization of hybrid coefficients which carry the properties of DCT, FDCuT,
and SVD (2) Encryption of watermark using Arnold Scrambling (3) Good trade-off between perceptual
transparency and payload capacity. (4) Tamper detection in case of attacks. (4) Outperforms existing
fragile biometric watermarking techniques in terms of perceptual transparency and security.

2. PRELIMINARIES

In this section, the operations used in the design of proposed technique are reviewed. These include
Discrete Cosine Transform (DCT), Fast Discrete Curvelet Transform (FDCuT), Singular Value
Decomposition (SVD), and Arnold scrambling.

2.1 Discrete Cosine Transform

For any digital image, the DCT and inverse DCT are calculated using Equations 1 and 2, respectively
(Leng et al., 2010a, 2010b; Roy and Pal, 2017; Jain, 1999). The DCT can be applied on the entire
image or on the blocks obtained from the image.

B . M-1N-1 2z + Dur 2y +Dovr
F(u,v) = a(u) - a(v) xél ygl f(z,y)cos 517 COS\ 5N (1

where, a(u) =~1/ M foru=0; a(u) =2/ M foru=1,2,3... M-1; a(v) =~1/ N forv
=0; a(v)=~2/N forv=1,2,3...N-1:

flz,y) = Ajz__j_ll ];72:?11 a(u) - a(v) - F(u,v)cos (2z ;—A})uw cos\@y ;_]\})UW o

In the proposed technique, DCT is independently applied on all the three channels of the cover
color face image to obtain frequency sub-bands: low, middle and high, into which the color fragile
watermarks, are inserted.

2.2 Fast Discrete Curvelet Transform (FDCuT)

Curvelet Transform (CuT) (Candes et al., 2006; Candes and Donoho, 2004) is applied on the image
to obtain various curvelet subbands with varying frequency coefficients. The CuT plays an important
role in image processing applications, representing image as curves or edges. The discrete time
curvelet transform (DTCT) is redesigned with a new mathematical architecture, which is simple and
easy to be implemented. It is known as Fast Discrete Curvelet Transform (FDCuT) (Candes et al.,
2006; Candes and Donoho, 2004). There are two types of FDCuT: frequency wrapping based and
unequispaced Fast Fourier transform (USFFT) based.

Discrete Cosine Transform (DCT) represents image in terms of its spatial frequency but requires
large number of coefficients to represent the image. The sparsity property of FDCuT describes the
image accurately using few coefficients with less computational complexity. In the proposed technique,
FDCuT is applied on DCT coefficients of all the three channels (RGB) of the cover color face image
independently to result hybrid frequency curvelet coefficients: LF, MF and HF. In order to achieve
higher transparency with the proposed technique, high frequency (HF) curvelet coefficients are
considered for inserting the color watermark image.

39



International Journal of Digital Crime and Forensics
Volume 13 ¢ Issue 2 « March-April 2021

2.3 Singular Value Decomposition

The Singular Value Decomposition (SVD) is a linear algebra tool which decomposes the image into
three different matrices: a singular value matrix and two orthogonal matrices namely, U matrix and V
matrix. The singular value matrices have non-negative values and are diagonally placed in the matrix.
The singular values are very stable in nature and are less affected by the general image manipulations.
In the proposed technique, SVD is used to maintain the stability of hybrid coefficients and ensure
that the watermark embedding process is perfectly invertible.

2.4 Arnold Scrambling

In the proposed watermarking technique, Arnold scrambling (Li et al., 2013; Roy and Pal, 2017) is
used to encrypt the color watermark image before it is embedded into the cover color biometric image.
So that attacker or impostor cannot directly obtain watermark information from the watermarked color
biometric image. The resultant chaotic image is secure and cannot be extracted without the knowledge
of the secure key. The 2D forward Arnold scrambling is defined by the equation:

11z

dN 3
yl 1 2ym0 ()

where, x, y, x', y'= {0, 1, 2... N—1}; 1, j are the pixel coordinates of the original space; x’, y’ are the
pixel coordinates after iterative computation scrambling; and N is the size of the watermark image.
The original watermark image is obtained back by inverse Arnold scrambling as follows:
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3. PROPOSED WATERMARKING TECHNIQUE

The proposed watermarking system is defined for checking the authentication of color biometric
image at the server by proper extraction of watermark. This technique consists of three main phases:
watermark embedding, watermark extraction and authentication verification. The steps involved in
each phase are as follows:

3.1 Watermark Embedding

The embedding process involves embedding of color watermark image in a color biometric image.
The embedding is done invisibly in such a way, that the quality of color biometric image does not
degrade much, and the changes done should be imperceptible. The embedding methodology is depicted
in Figure 2 and is described as steps as follows:

1. Decompose the color watermark image W into Red (R), Green (G), and Blue (B) channels.

2. Scramble each channel of color watermark image using forward Arnold scrambling to obtain
E, E, and E,

3. Decompose cover color biometric image into Red (R), Green (G), and Blue (B) channels.

4. Apply discrete cosine transform on each channel of the cover color biometric image C. Let the
coefficients be denoted as D, D, and D, respectively.
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Figure 2. Watermark embedding process of proposed technique

International Journal of Digital Crime and Forensics

Volume 13 ¢ Issue 2 » March-April 2021

DCT FDCuT Hybrid Coefficients
R Channel DCT | (Hish Frequency Curvelst
| Coefficients Coefficients of DCT
Coefficients)
Color DCT DCT FDCuT Hybrid Coefficients
: : o .| (High Frequency Curvelet
B‘]ﬁezm G Clamuel »|  Coefficients » " Cosfficients of DCT
& Coefficients)
DCT DCT FDCuT Hybrid Coefficients
Ly BCh 1 > . »| (HighFrequency Curvelet
Coefficients Cosficients of DCT
Coefficients)
SVD
— SVD
i v
SVD
Watermark Embedding <
Color Scrambled l
Watermark Watermark I Inverse SVD |
Image ‘
] Inverse FDCuT |
| Inverse DCT |
v

Watermarked Color Biometric Image

5. Apply first level fast discrete curvelet transform (FDCuT) on DCT coefficients of each channel
of the cover color biometric image Cu (DR ) ,Cu (DG ) ,Cu (DB) .
6. Select a sub band from the FDCuT decomposition according to the size of scrambled color
watermark.
7. Embed the scrambled color watermark into cover color biometric image as follows:
a. Perform SVD on hybrid coefficients (high frequency curvelet coefficients of DCT
coefficients) of each channel of cover color biometric image and obtain the corresponding
singular (S) matrices:

Cu,, (Dy) = U, S,V (5)
Cu, (D,)=U,S.V} ©)
Cu,, (D,)=U,8, V) o

b.  Save these hybrid Coefficients (S, S, S,) of color biometric image for watermark extraction
in future.
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c. Modify the singular values of cover color biometric image with the scrambled color
watermark image as follows:

S, =8, +ak, (8)
S, =8, +ak, ()
S, =S, +ak, (10)

d. Perform inverse SVD to reconstruct modified hybrid coefficients of cover color biometric

image:
Cu, (D,) =U,S,V! (an
Cu, (D,) = U, S,V (12)
Cu, (D,) =U,S,Vi (13)

8. Apply inverse FDCuT, followed by inverse DCT on modified hybrid coefficients to obtain
modified R-G-B channels of cover color biometric image.

9. Perform color image reconstruction from modified R-G-B channels. The result is a watermarked
color biometric image.

3.2 Watermark Extraction

The watermark extraction process is depicted in Figure 3 and the details are as follows:

1. Decompose watermarked color biometric image C’ into Red (R), Green (G), and Blue (B)
channels.

2. Apply discrete cosine transform on each channel of the watermarked color biometric image C'
and obtain corresponding DCT Coefficients: D', D', and D’,.

3. Apply first level fast discrete curvelet transform (FDCuT) on DCT coefficients of each channel

of the watermarked color biometric image. Denote them as Cu (DR ) ,Cu (DG ) ,Cu (DB )

4. Apply SVD on hybrid coefficients (high frequency curvelet coefficients of DCT coefficients)
of each channel of watermarked color biometric image as follows:

Cu, (Dy) =U, S, (14)
Cu, (D) =US", V! (15)
Cu, (D,) =U,S", VI (16)

5. Extract scrambled color watermark image as follows:
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Figure 3. Watermark extraction process of proposed technique
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where S, S, and S are the hybrid coefficients of original biometric image.

6. Descramble the extracted R-G-B channels using inverse Arnold scrambling to obtain the extracted

channels of color watermark image.
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7. Perform color image reconstruction using extracted R-G-B channels to obtain the extracted color
watermark image W'.

3.3 Authentication Process

The proposed scheme performs authentication of biometric image via extraction of color watermark
image. The extracted color watermark image is compared with the original watermark image provided
by the owner for this purpose. The multi-scale structural similarity index measure (MS-SSIM) (Roy
et al., 2014; Wang et al., 2003) is used for comparison watermarks. The comparison value must lie
between 0 and 1. Based on the resultant MS-SSIM value and a predefined value t, two hypotheses
are defined for authentication of watermarked color biometric image:

1. If MS-SSIM (W, W’) > =, then consider watermarked color biometric image as authenticated.
2. If MS-SSIM (W, W') < 7, then consider watermarked color biometric image as unauthenticated/
tamper detection

where, W is the original color watermark image and W' is the extracted color watermark image.

4. RESULTS AND DISCUSSION

The proposed fragile watermarking technique is tested and analyzed by embedding color watermarks
in color face biometric images (cover image), both of size 256x256. The test images chosen are
shown in Figure 4.

4.1 Performance Measures

The Peak Signal to Noise Ratio (PSNR) (Kutter and Petitcolas, 1999) and weighed PSNR (wPSNR)
(Thanki et al., 2018) are used to measure imperceptibility. The PSNR depends on the Mean
Square Error (MSE) which is an error between the cover color biometric image and watermarked

Figure 4. Test cover color face images (a) subject 1 (b) subject 2 (c) subject 3 (d) color watermark

'ﬁ'/Q:11‘n}§'fﬁ';:f(;r;t;r'\!}x|':
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color biometric image. The PSNR is measured in dB. Higher the PSNR, higher the invisibility/
imperceptibility, indicating high quality watermarked image. The PSNR is defined as:

9552

MSE (20)

PSNR =10x log10

The weighted PSNR (wPSNR) is a new approach for calculation of imperceptibility of color
biometric images, and is calculated using the equation:

2
wPSNR =10 x log10 ___255° 21

NVFE x MSE

where, NVF is Noise Visibility Function which gives texture information of biometric image based
on the Gaussian model. The value of NVF lies in the interval [0, 1]. The NVF is O for texture region
and 1 for the flat region. The normalization function, NVF is calculated using the equation:

1

5
L4040k

NVF =N ORM (22)

where 9 is luminance variance of computed blocks.

The similarity of the color watermark images is measured by Multi-Scale - Structural Similarity
Index Measure (MS-SSIM) (Roy et al., 2014; Wang et al., 2003). The performance of any watermarking
technique is high if MS-SSIM is close to 1. The MS-SSIM is defined as:

2y, +C)) (20, +Cy)
SSIM = 23)

WZHQ+C)P-H7+C]

N
MS — SSIM =~ 5~ §51M(z, —y,) (24)
N,z [

where, x is the original color watermark image, y is the extracted color watermark image, u_is the
average of original color watermark image, . is the average of extracted color watermark image, o,
is the covariance of original color watermark image and extracted color watermark image, C.C, are
constants, and N corresponds to the number of windows.

4.2 Imperceptibility Test

The main requirement of invisible watermarking is that after watermark embedding, the quality of
cover image should not degrade, and that the modifications must not be visible to human eye. To
test the performance of the proposed technique with respect to this imperceptibility requirement,
the watermark shown in Fig. 4d is embedded into three test cover images shown in Fig. 4a-c, using
embedding factor o = 0.008, and the results are displayed in Fig. 5. It can be seen that Fig. 5d,
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which is a watermarked image, is almost same as Fig. 5a, which is the original image, indicating
high imperceptibility. The performance of the proposed watermarking technique is also analyzed
objectively, in terms of PSNR, wPSNR and MS-SSIM, and the results are summarized in Table 1,
for different gain factors.

Table 1 indicates that for gain factors 0.002 and 0.004, the PSNR is high, indicating high
imperceptibility, at gain factor 0.006 and 0.008, the PSNR slides little down, while MS-SSIM
remains stable, indicating no difference in structural similarity. The watermarked color face images
and extracted color watermark images, for various gain factor values are shown in Figure 6 and 7,
respectively. The results indicate that this watermarking technique performs equally well for various
gain factors.

The performance of the proposed watermarking technique is also tested on100 color face images,
which are taken from FEI Brazilian face database (FEI Face Database, 2009; Thomaz and Giraldi,
2010). The average result of the proposed watermarking technique for this test database, when
evaluated at a = 0.002, is given in Table 2, which indicates satisfactory results.

Figure 5. (a) Original color face image (b) Original color watermark image (c) Scrambled color watermark image (d) Watermarked
color face image (e) Extracted scrambled color watermark image (f) Extracted color watermark image

(®

®

Table 1. Performance of proposed watermarking technique for various gain factors

Tt o = 0.002 o = 0.004 o =0.006 o = 0.008
11,::‘:; 1;31;:{ WZSI;IR MSSSIM P(?;:‘ W::lng MSSSIM P(f]l;:‘ wﬁing MSSSIM 1:31;1{ “’::ls]gR MSSSIM
S“"lj“‘ 75.66 | 50.13 1.00 57.92 | 43.63 1.00 5314 | 4125 1.00 5072 | 36.67 1.00
S“"zje“‘ 74.09 | 50.09 100 | 5815 | 42.97 100 | 5345 | 40.03 100 | 5098 | 38.55 1.00
S“bsj“‘ 7646 | 5214 100 | 5776 | 46.99 100 | 53.05 | 4478 100 | 5057 | 4373 1.00
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Figure 6. (a) - (c) Watermarked color face image with gain factor value a = 0.002, 0.004 and 0.006

Table 2. Performance of proposed watermarking technique on 100 images

Number of Test Color Face Image in

Database Average PSNR (dB) Average wPSNR (dB)

100 Face Images 72.86 50.89

4.3 Tamper Detection Test

In the proposed technique, the hybrid high frequency curvelet coefficients of all DCT
coefficients are used for watermark embedding, such that, further modifications to the
watermarked image, results in loss of watermark, and hence cannot be extracted by watermark
extraction algorithm. To test the performance of the proposed technique with respect to tamper
detection, the watermarked image is subjected to a variety of attacks, and then fed as input to
watermark extraction algorithm. The attacks considered include JPEG compression, addition
of different noises, and application of various image filters, histogram equalization, motion
blur, and rotation. Figure 8 shows the MS-SSIM values resulted from extraction of watermark
for all the three subjects used in the simulations, in the presence of various attacks. The
similarity of original and extracted watermarks, being less than 0.15 in Fig.9, indicates loss
of watermark in watermarked image, concluding tamper detection. The predefined threshold
T is set to 0.75 in the proposed algorithm. Hence the verification algorithm decides the test
image as unauthenticated. The threshold considered here is the standard value reported in the
literature (Biometrics and Standards, 2009; Biometrics Testing and Statistics, 2006).
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Figure 8. Result of tamper detection test for color face images
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Figure 9. (a) - (c) Original cover color iris image (d) Color watermark image

4.4 Computational Complexity

The computational complexity of watermarking techniques is usually measured in terms of
computational time required for watermark embedding process and watermark extraction process.
The implementation of the proposed technique is done on the Laptop with 2 GHz i3 processor
with 8 GB physical memory using MATLAB 2016b software. The computational time required for
watermark embedding and extraction process for three different subjects, under varying gain factors
is listed in Table 3. The average computational time for watermark embedding process is 2.7019
s, and extraction process is 2.6411 s, respectively. This indicates that the total computational time
for implementation of proposed technique is 5.343s which can be acceptable for any transmission

Table 3. Computational time (s) of proposed watermarking technique for various gain factors

o = 0.002 o = 0.004 o = 0.006 o = 0.008
Test Image
TEmbed TExtract TEmbeﬂ TExtract TEmbed TExtract TEmbed TExtract
Subject 1 3.9021 2.7356 2.4434 2.6773 2.6207 2.7876 2.5253 2.5525
Subject 2 2.8015 2.7214 2.6108 2.5713 2.6091 2.5628 2.5544 2.5871
Subject 3 2.5640 2.6599 2.5929 2.5818 2.5434 2.5857 2.6556 2.6702
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network. The computational time of the techniques proposed by Joshi et al. (2014) is 6.72 s, Thakkar
et al. (2017), is 11.026s, indicating that the proposed scheme is faster.

4.5 Performance of Proposed Technique For Color Iris Image

The performance of the proposed technique is further analyzed using other color biometric images
such as iris (shown in Figure 9), which are taken from UBIRIS iris database (Proenca and Alexandre,
2005; Proenca et al., 2010).

Figure 10 (a) and (b) shows the samplel iris image and color watermark image. The scrambled
color watermark image is shown in Figure 10 (c). The watermarked sample 1 iris image and extracted
color watermark image using proposed watermarking technique is shown in Figure 10 (d) and 10
(e), respectively. The extracted scrambled color watermark image is shown in Figure 10 (f). By
comparing the watermarked image with the original image, it can be concluded that the quality of
watermarked image is not degraded, and the modifications are visible. Also using correct key at
watermark extraction, a high-quality watermark can be recovered. The PSNR, wPSNR, and MS-SSIM
calculated between original and watermarked images for three iris samples are summarized in Table 4.

Figure 11 indicates the MS-SSIM values, computed from original and extracted color watermark
images in the presence of attacks. The MS-SSIM values, all being less than 0.13 indicates that when
attacks are applied on watermarked color iris images, then the extraction of color watermark image
is not possible.

4.6 Authenticity Analysis

In the proposed technique, in order to be properly authenticated, the secret colour watermark should
be extracted from the encrypted secret colour biometric image using a secret key k. An imposter or
attacker cannot extract original watermark, without the private key and hence cannot be authenticated.
In the simulation, the secret key k is set to 25 for encryption and decryption process. Figure 12 (a)
shows decrypted color watermarks with correct secret key k. Figure 12 (b) — (d) shows decrypted

Figure 10. (a) Original color iris image (b) Original color watermark image (c) Scrambled color watermark image (d) Watermarked
color iris image (e) Extracted scrambled color watermark image (f) Extracted color watermark image
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Table 4. Performance of proposed watermarking technique for cover color iris images

o = 0.002
Cover Iris Image
PSNR (dB) wPSNR (dB) MSSSIM
Subject 1 59.47 47.42 1
Subject 2 59.41 48.68 1
Subject 3 59.62 49.80 1

Figure 11. Result of tamper detection test for color iris images
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Figure 12. Decrypted secret color watermark image using various keys (a) 25 (b) 5 (c) 15 (d) 35
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colour watermarks using wrong secret keys. The results in Fig 12 show that without the correct secret
key k, the original watermark cannot be extracted, and hence cannot be authenticated.

4.7 Comparison of Proposed Technique with Existing Techniques

The proposed technique is compared with other similar fragile biometric watermarking techniques
with respect to different features in Table 5. The comparison shows that many existing techniques
were implemented on grayscale face images, fingerprint image, and iris image. Also, imperceptibility
of existing technique in terms of PSNR and watermark size is very low. The proposed technique
performed better than many existing techniques in term of imperceptibility and supports large and
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Table 5. Comparison of proposed technique with existing fragile biometric techniques

. ‘Watermarking Used Type of Size of host Eacryption e Slaximu Type of Size of

Technique a ; P of Application PSNR

Domain Transform host image image ‘Watermark ‘Watermark
watermark (dB)

‘Wang et al. . Grayscale . Integrity Not . .
2008) Spatial SVD Iris Image 320%280 Not used Verification mentioned Binary 280 bits
Lietal Grayscal Tamper Not Not

1etal. Spatial PCA rayscale 128x152 Not used Detection and © Hash bits ©
(2010) Face Image mentioned mentioned
Recovery
Yang Vector Grayscale Tamper
& Shen Spatial Quantization F y]m 256x256 Not used Det lt)i n 38.15 Binary 256x256
2010 Q) ‘ace Image etectio
Lietal Grayscale Tamper Not
. Spatial PCA Y 128%x152 Not used Detection and 43.8 Hash bits .
(2012) Face Image mentioned
Recovery
. Grayscale
Lietal . . . . Tamper . Not
013) Spatial Not used Fingerprint 512x512 Not used Detection 54.15 Hash bits mentioned
Image
M. Joshi et DWT 4+ Syp | Crayscale Image
al (2013) Transform and RST Fingerprint 320%320 Not used Authentication 47.01 Hash bits 1600 bits
Image

V. Joshi et DCT and Grayscale Image

: Transform Vector Fingerprint 320x320 Not used 8e 44.21 Hash bits 1600 bits
al. (2013) S Authentication

Quantization Image
Grayscale
Whitelam et . Color RSA Image Face and .
al. (2013) Spatial Notused Image 40624500 Encryption Authentication 45625 Fingerprint 2887384
Image
Preda Grayscale Not Tamper Not Not
(2013) Transform DWT Face Image mentioned Not used Detection 062 mentioned mentioned
. Grayscale
Joshi et al. . . X RSA Image .
2014) Spatial Not used Fingerprint 512x512 Encryption Authentication 51.28 Hash bits 128x152
Image
Joshi et al Grayscale Tamper
oS et al. Hybrid SVD Fingerprint 320x320 Not used ampel 4831 Hash bits 17 bits
(2016) Detection
Image
. Tamper
Lietal . SVD and Grayscale . Not Not
(016) Spatial PCA Face Image 768x512 Not used Detection and 53.3 mentioned mentioned
Recovery
Czajka et al. Grayscale Image . .
016) Transform DCT Iris Image 640x480 Not used Authentication 51.35 Hash bits 1024 bits
Image
S Vector s Grayscale
Tiwari et al. Spatial Quantization Standard 256%256 Not used Authentication 43.94 Fingerprint 64x64
(2017) VO Image and Tamper Image
Detection 8

Tarif et al. Color Face Tamper Not Not Not

(2017) Transform SVD Image 040480 Not used Detection mentioned mentioned mentioned
Proposed S DCT, FDCuT Color Face Arnold Image ;
Scheme Transform and SVD Image 256x256 Scrambling Authentication 76.06 Color Image 256x256

color watermarks to be embedded in color biometric images. Further, to meet today’s demands, the
proposed technique is developed for color face images and color iris images.

5. CONCLUSION AND FUTURE WORK

A color image biometric authentication and tamper detection technique based on non-blind fragile
watermarking is proposed in this paper. The hybridization of various transforms such as Discrete Cosine
Transform (DCT), Fast Discrete Curvelet Transform (FDCuT), and Singular Value Decomposition
(SVD) for watermark embedding resulted in high imperceptibility and high payload capacity, with
necessary authentication and tamper detection verification. Further, security of this technique is more
as the color watermark is encrypted using Arnold scrambling before its embedding. The proposed
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technique is analyzed on FEI Brazilian face database and the performance of the algorithm is evaluated
from the biometric image authentication and tamper detection point of view by measuring MS-SSIM
in the presence of attacks. Application of this fragile watermarking on biometric images stored at a
server or cloud, allows authentication verification and tamper detection when accessed by the remote
servers. Apart from supporting large watermarks, the algorithm provided better imperceptibility,
authentication and tamper detection, compared to existing watermarking techniques. The limitation
of this technique is that it is non-blind and original hybrid coefficients of color biometric image are
required in extraction process. The effect of the proposed watermarking technique on the performance
of biometric system can be calculated and analyzed in terms of False Rejection Rate (FRR) and False
Acceptance Rate (FAR) in the future.
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