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Abstract

In this paper, a robust and hybrid domain watermarking scheme is proposed for the
security of medical images in telemedicine applications. The secret identity of the patient
is inserting into the cover medical image using the hybridization of ridgelet transform and
singular value decomposition for the purposed of identification and authentication. For
better security of watermarked medical image, the Arnold scrambling based encryption is
applying to it before sending it at the receiver end. The main advantage of this scheme is
multi-level security where secret patient information is inserted to cover medical image to
get a secure watermarked medical image using watermarking. Then, encryption is applied
to the watermarked medical image to generate its encrypted version. Thus, this proposed
scheme provides multi-level security using watermarking and encryption. The advantage
of multi-level security in the proposed scheme is that if an imposter or attacker tries to get
patient identity from the medical image, he or she requires multiple information in terms
of extraction steps and keys, etc. The other reason for proposed this scheme that it
improves the payload capacity of many existing watermarking schemes. Experimental
results of the scheme indicated that the proposed scheme provides high imperceptibility
and more robustness against various types of attacks. Further, the performance of the
proposed scheme is found better than existing medical watermarking schemes. Further-
more, quality checking of watermarked medical image is done by various quality
measures which are indicated that the quality of the image has fulfilled the benefits of
secure telemedicine applications.
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Multimedia Tools and Applications

1 Introduction

In today’s E-era that mainly includes E-commerce, E-banking, E-health, and E-learning,
information can be effectively downloaded with no authorization from the proprietor.
Once in a while, these circumstances make different issues, for example, copyright
security and proprietor verification. In such cases, assurance and verification of advanced
information are required before it is exchanged over an open-source transmission medium.
To answer these issues, analysts proposed different information concealing strategies:
cryptography, steganography, and watermarking [5, 31]. Watermarking is primarily uti-
lized for the assurance and validation of information. This method beats the constraints of
steganography by embedding a watermark into host content such that even the basic client
cannot find out the hidden watermark. As per literature [2, 4, 5, 25, 31], the watermarking
framework has three components: a watermark embedder, a correspondence channel that
might be wired or wireless, and a watermark extractor. The watermark embedder embeds a
watermark into host images to generate a watermarked image, while watermark extractor
extracts the watermark from the test image which can be the watermarked image with or
without attacks. Major requirements of digital image watermarking are recalled here [2, 4,
5, 25, 31]:

a. Robustness: The watermarking scheme must protect owners’ data against any manipula-
tions and has to be robust.

b. TImperceptibility: After the watermark insertion into host data, the visual quality of the
host data should not be affected much, i.e., the watermark should be imperceptible.

c. Embedding Capacity: The watermarking scheme should allow hiding large size water-
marks [4].

The watermarking schemes are majorly developed in three processing domains: spatial
domain, transform domain, and hybrid domain [22, 31]. The spatial domain schemes are
easy to implement but provide less imperceptibility as the host image pixels are directly
modified. The transform domain watermarking is complex but provides more robustness
compared to the spatial domain watermarking. In all the transform domain schemes, the
host image is converted into the frequency domain using various image transforms such as
Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT) [12, 15], Discrete
Wavelet Transform (DWT) before watermark embedding and is inverse transformed later.
In all the hybrid domain schemes, the host image is converted into the hybrid coefficients
of frequency using various image transforms before watermark embedding and is inverse
transformed later. Recently, new transforms such as Fast Discrete Curvelet Transform
(FDCuT) [32], Non-subsampled Contourlet Transform (NSCT) [23], and Finite Ridgelet
Transform (FRT) [28] based watermarking schemes are proposed by various researchers.
Out of these, all transforms, the mid frequency DCT weights of the cover image are widely
used for the embedding of watermark image in most of the watermarking schemes. The
reason behind the usage of these weights that it provides more robustness compared to
other weights against watermarking attacks.

The main challenges of designing of watermarking schemes for the security of medical
image are following as [2, 4, 5, 22, 25, 31]: (a) it should be blind or non-blind (b) it should be
robust against various watermarking attacks (c) it should provide hide or embed more patient
or owner identification into the cover medical image. The watermarking schemes are mainly
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used for the security of medical image in telemedicine applications where medical image
transfers from one hospital or remote health care center to another hospital or remote health
care. Therefore, in this paper, a new watermarking scheme is a design based on finite ridgelet
transform (FRT), singular value decomposition (SVD), and Amold scrambling based encryp-
tion which provides robustness against watermarking attacks and embeds more patient or
owner identification.

The rest of the paper is organized as follows. The summary of some recently published
research work related to proposed work is discussed in section 2. The main contribution of the
proposed work is discussed in section 3. Section 4 discussed the proposed embedding and
extraction process. In section 5, the experimental results of the proposed work are briefly
discussed. Finally, the concluding points of the paper are given in section 6.

2 Related work

In this section, some important research work in the area of medical image security is
presented. Recently, many researchers were reported watermarking schemes for the
security of the medical image [30]. Arunkumar et al. [1] proposed a nonblind and hybrid
domain medical image watermarking scheme based on discrete cosine transform (DCT),
redundant integer wavelet transform (RIWT) and singular value decomposition (SVD). In
this scheme, the patient information is inserted into the hybrid coefficients of the medical
image using additive watermarking. Experimental results show that this scheme has good
imperceptibility and robustness. A watermarking scheme with encryption for the security
of medical images is proposed in [20]. This scheme is based on IWT and the least
significant bit (LSB) substitution. In [19], a model for security of medical image in
telemedicine applications is proposed.

A multi-layer watermarking scheme based on the hybridization of DWT, DCT, SVD and
chaotic encryption is proposed in [27]. In this scheme, the watermarked medical image is
encoded by chaotic encryption after inserting watermark information into it. A quartic digital
signature-based medical image authentication scheme is proposed in [3]. A robust
watermarking scheme based on DCT and DWT is proposed in [26]. In this scheme, first,
the medical image is divided into two parts such as the region of interest (ROI) and the region
of non-interest (RONI). Then, the watermark is inserted into hybrid coefficients of RONI of
the medical image.

A robust and multiple-layer watermarking scheme based on non-subsampled contourlet
(NSCT), redundant discrete wavelet transform (RDWT), SVD, and chaotic encryption is
proposed in [26]. In this scheme, three encrypted watermark information is inserted into the
medical image for security in telemedicine applications. A fragile watermarking scheme based
on NSCT and Compressive Sensing (CS) based encryption for authentication of the medical
image was introduced in [29]. A watermarking scheme based on DCT and CS based
encryption for tamper detection in the medical image was introduced in [6].

3 Main contribution of the proposed work

This paper presents a non-blind and robust watermarking scheme for the secure medical image
which is based on a combination of finite ridgelet transform (FRT), singular value
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decomposition (SVD), and Armold scrambling based encryption. The reason behind choosing
SVD in this scheme is that it is performed faster than random projections based on noise
sequence [13, 14, 18] which was used in the scheme reported in [32]. The FRT and SVD are
very popular transform and very well discussed in [7]. Amold scrambling [16, 21] is an image
encryption scheme which is based on a chaotic map and it’s applied to a watermarked medical
image to provide security to the medical image before sending it to the receiver side.
Therefore, this proposed scheme provides multiple levels of security to the medical image
by using watermarking and encryption. Also, the size of patient information is double than the
size of cover medical image and this information hides into a cover medical image using the
proposed scheme. This step improves the payload capacity of traditional watermarking
schemes which were reported in [1, 20, 26, 27]. These two are major contributions of this
proposed scheme. The other minor contributions of the proposed scheme are as follows:

* Security of Owner Identity: The security of patient identity is maintained because it is
inserted into the medical image.

* Improved Security: In the proposed scheme, the watermarked medical image is
encrypted after the watermark is inserted into it. The performance of the encryption
scheme measures using NPCR and UACI. The evaluation of an encryption scheme
indicated that this scheme improves security in the scheme without affecting the perfor-
mance of it.

* Improved Imperceptibility: The imperceptibility of some existing medical watermarking
schemes [26, 27] is very less which overcomes by the proposed scheme. The
imperceptibility of watermarking scheme is measured using quality parameter like Peak
Signal to Noise Ratio (PSNR) (which was measured in decibels (dB)) and the value of this
parameter in existing schemes [26, 27] is varying around 20 dB to 40 dB while in proposed
scheme, the value of this parameter is achieved in range of 35 dB to 59 dB. This is
indicated that this proposed scheme provide better imperceptibility compared to existing
schemes [26, 27] in the literature.

4 Proposed scheme

The proposed scheme develops based on the hybridization of FRT and SVD along with
Ammold scrambling. This scheme is non-blind and robust. The main reason for using FRT is
that it decomposed image into its double size, i.e. if an image has a size of M x N then it sizes
of ridgelet transform coefficients is 2 M x 2 N. Thus, the size of the 2 M x 2 N size of the
watermark image can be embedded into the size of M X N of the cover image which improves
the payload capacity of the watermarking scheme. The SVD is used in the proposed scheme to
provides robustness against any watermarking attacks such as the addition of noise, filtering,
compression, etc. While Arnold scrambling is used for security of watermarked medical image
before transmission on an open communication channel. The reason behind using Arnold
scrambling in the proposed scheme is that it is easy to implement and fast computational time
compared to other encryption algorithms such as DES, AES, etc. Thus, the combination of
FRT and SVD along with Amold scrambling based encryption in the proposed scheme is used
to achieved high payload capacity, more robustness, and security of medical images when it
transfers from one place to another place.
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In this proposed scheme, the medical image is converted into its transform domain using the
hybridization of FRT and SVD. However, the watermark image is converted into its transform
domain using SVD. Finally, the singular value of the medical image is modifying by the
singular value of the watermark image to get the watermarked medical image. Further, the
watermarked medical image is encrypted using Arold scrambling based on the secret key to
get encrypted watermarked medical images. The extraction of the watermark image is
followed by reverse steps of the watermark embedding process. The complete process of the
proposed scheme is shown in Fig. 1 (a & b).

4.1 Embedding process
The watermark image can be embedded in to cover medical image using the following steps:

Step 1: Take the cover medical image (M) and watermark image (W) for further process.

Step 2:  Apply 1st level forward finite ridgelet transform (FRT) to the cover medical image to
get its ridgelet to transform coefficients (FRT(MI) — FRm).

Step 3: Apply forward singular value decomposition (SVD) to the ridgelet transform
coefficients of a cover medical image to get its hybrid to transform coefficients
(SVD(FRm) — Um, Sm, Vm).

Encrypted Watermarked
Medical Image
Cover Medical Image ¢
v Apply Inverse
Watermark Image Apply Forward 1% Amold Scrambling
l Level FRT Original Cover l
¢ Medical Image Decrypted
Apply Forward | Apply Forward SVD | ¢ Watermarked
SVD i
¢ Apply 1 Medical Image
\—>| Embedding Process | level FRT ¢
¢ l Apply Forward 1%
level FRT
| Apply Inverse SVD | Apply ¢
¢ Forward
st SVD Apply Forward
Apply Inverse 1 SVD
Level FRT
,

Watermarked Medical
Image
¢ Apply Inverse SVD

Apply Forward
Arnold Scrambling
+ Recovered
Encrypted Watermarked Watermark Image
Medical Image

(a) (®)
Fig. 1 Block Diagram of Proposed Scheme (a) Embedding Process (b) Extraction Process
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Step 4:

Step 5:

Step 6:
Step 7:

Step 8:

Apply forward singular value decomposition to watermark image (W) to get its
singular value (SVD (W) — Sw).

Then, the singular value of the watermark image (Sw) is inserted into the hybrid
transform coefficients of cover medical image (Sm) using the additive watermarking
equation:

MSm = Sm + « x Sw (1)

Apply inverse SVD on modified singular value (MSm) to get modified ridgelet
coefficients of cover medical image (/FRm) (IFRm — Um X MSm X Vm').
Apply 1st level inverse FRT on modified ridgelet coefficients of cover medical
image (IFRm) to get the watermarked medical image (IFRT(IFRm) — WMI.)
Finally, forward Arnold scrambling is applied to the watermarked medical image
(WMI) using a secret key (k) to obtain an encrypted watermarked medical image
(EWMI).

4.2 Extraction process

The watermark image can be extracted from the encrypted watermarked medical image using
the following steps:

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

An inverse Amold scrambling is applied to the encrypted watermarked medical
image, (EWMI) using a secret key (k) to obtain a decrypted watermarked medical
image (DWMI).

Apply 1st level forward FRT on the decrypted watermarked medical image to
ridgelet transform coefficients of it (FRT(DWMI) — DFRm).

Apply forward SVD on ridgelet transform coefficients of decrypted watermarked
medical image (DFRm) to get its singular value (SVD(DFRm)— DUm, DSm,
DVm').

The singular value of the watermark image (ESw) is extracted from the decrypted
watermarked medical image using the below equation:

ESw = (DSm—Sm)/« (2)

Apply inverse SVD on the extracted singular value of watermark image (ESw) to get
recovered watermark image (EW) (EW — Uw x ESw x Vw’).
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5 Experimental results and discussion

In this section, the simulation results of the proposed scheme using various types of
medical images and watermark information. This section divides into various subsec-
tions such as information of test images and Quality Measures, results about
imperceptibility, and robustness of the proposed scheme. Finally, the results of the
proposed scheme are compared with the results of existing schemes with various
parameters.

5.1 Information on test images and quality measures

The testing and analysis of the proposed scheme are done using various types of cover medical
images such as CT, MRI, US, X-ray, and mammography. These images are obtained from
various public medical databases [17, 24] and the size of the images is 128 x 128 pixels with 8-
bit grayscale (shown in Fig. 2). The various owner information in terms of watermark images
such as binary logo and sample patient information is used for the experiment (shown in
Fig. 3). The size of the watermark image is 256 x 256 pixels.

The performance of the proposed scheme is evaluated using various quality measures such
as peak signal to noise ratio (PSNR) [11, 32] and normalized correlation (NC) [11, 32]. The
PSNR is measured in terms of decibels (dB), used to measure the imperceptibility of the
watermark into cover medical image and is calculated using eq. (3):

(b)

(d)

Fig. 2 Test Cover Medical Images (a) Body CT (b) Neck X-ray (c) Brain MRI (d) Breast Mammography (e) US
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Patient Name- ABCD XYZ

Hospital Name-ABCD XYZ

Doctor Name- ABCD XYZ

Disease Name- ABCD XYZ

(a) (b)

Fig. 3 Test Watermark Images (a) Binary Logo (b) Sample Patient Information

2552

PSNR = 10 x log,, [ =22
S X 10g;¢ (MSE) 3)
< 1 M-1n-1 Ml L2 A
MSE =3 © EO ( MI(;,;)—WMI(;,J)) (4)

Where MSE is a mean square error, CMI is the cover medical image, and WMI is the
watermarked medical image, respectively.

The robustness of the watermarking scheme can be measured by normalized correlation
(NC). The normalized correlation can be calculated using eq. 5. NC measures the similarity
between the original watermark image and the extracted watermark image. The robustness of
any watermarking scheme is high if NC value is close to one.

M N
gl ;l w(x,p) x w¥(x,y)
AK?:X’}’M — (5)
> X wix,y)

x=1y=1

Where, w is original watermark image and w* is extracted watermark image.

Using the above measures, the imperceptibility test and robustness test of the proposed
scheme are performed for various medical images. Further, the strength of Amold scrambling
encryption method is measured by parameters like a number of changing pixel rage (NPCR)
[34] and unified average changes intensity (UACI) [34].
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5.2 Imperceptibility test

An imperceptibility of the proposed scheme is tested using different cover medical images (shown
in Fig. 2). In this test, the performance of the proposed scheme to check how degradation is
appearing in the medical image after watermark image inserting into it. For this test, PSNR is
calculated between the original cover medical image and watermarked medical image while NC is
calculated between the original watermark image and extracted watermark image. Figs. 4 and 5
show resultant images using the proposed scheme for various watermark images such as binary
logo and sample patient information using gain factor oc=0.2 and ot = 0.5, respectively.

In the proposed scheme, the performance of the watermark embedding process depends on
the gain factor o. The gain factor affects the quality of watermarked medical images and
extracted watermark images. Here, the range of gain factor « varies from o.1 to 1, as per the
human visual system (HVS) property of watermarking requirements. The performance of the
proposed scheme in term of PSNR and NC values are summarized in Table 1. Table 1 presents
the values of PSNR, NC, NPCR, and UACI for various watermark images such as binary logo
and sample patient information at various gain factor values. Referring to Table 1, it indicates
that PSNR value is large for low gain factor value and small for high gain factor value. While
NC value is small for low gain factor and high for high gain factor value. These results in
Table 1 (a & b) are generated using cover medical images shown in Figs. 4, 5 respectively. The
maximum value of PSNR is 58.6703 dB (for gain factor = 0.1) and maximum value of NC is
1 (for gain factor & =0.2 to 1) for this proposed scheme.

(b)

(d)
®

Fig. 4 Resultant Images using Proposed Scheme for Binary Logo using Gain Factor & =0.2 (a) Original Body
CT Image (a) Original Watermark Binary Logo (c) Watermarked Body CT Image (d) Encrypted Watermarked
Body CT Image (e) Decrypted Watermarked Body CT Image (f) Recovered Watermark Binary Logo
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Patient Name- ABCD XYZ

Hospital Name-ABCD XYZ

Doctor Name- ABCD XYZ

Disease Name- ABCD XYZ

(b)

Patient Name- ABCD XYZ

Hospital Name-ABCD XYZ

Doctor Name- ABCD XYZ

Disease Name- ABCD XYZ

(d)

®

Fig. 5 Resultant Images using Proposed Scheme for Sample Patient Information using Gain Factor «=0.5 (a)
Original Breast Mammography Image (a) Original Sample Patient Information (c) Watermarked Breast Mam-
mography Image (d) Encrypted Watermarked Breast Mammography Image (e) Decrypted Watermarked Breast
Mammography Image (f) Recovered Sample Patient Information

Also, the Performance of this proposed scheme is tested for various types of cover medical
images and tabulated in Table 2. These results in Table 2(a) and 2(b) are generated using a
binary logo with gain factor o =0.2 and sample patient information with gain factor a=0.5.
Table 2 indicates that the body CT image provides the best PSNR value and NC value such as
52.8761 and 1.000 for the proposed scheme. It is also indicated that the achieved NPCR values
and UACI values are better than predefined values [34].

Table 1 Performance of Proposed Scheme at Various Gain Factor Values and Various Watermark Images

Gain Factor PSNR (dB) NC NPCR UACI Avg. of NPCR & UACI
(a) For Binary Logo
0.1 58.6703 0.5882 0.8566 0.2788 0.5677
0.2 52.8761 1.0000 0.8564 0.2799 0.5682
0.5 45.6115 1.0000 0.8564 0.2821 0.5693
0.8 41.4947 1.0000 0.8552 0.2845 0.5699
1.0 39.5837 1.0000 0.8579 0.2861 0.5720
(b) For Sample Patient Information
0.1 55.5015 0.5652 0.8387 0.3068 0.5728
0.2 49.0112 0.9973 0.8951 0.3052 0.6002
0.5 41.8189 0.9988 0.9316 0.3024 0.6170
0.8 37.8469 0.9987 0.9498 0.2999 0.6249
1.0 35.9455 0.9988 0.9555 0.2990 0.6273
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Table 2 Performance of Proposed Scheme for Various Cover Medical Images

Test Cover Medical Image PSNR (dB) NC NPCR UACI Avg. of NPCR & UACI
(a) For Binary Logo
Body CT 52.8761 1.0000 0.8564 0.2799 0.5682
Neck X-ray 52.7319 0.9705 0.9329 0.3434 0.6382
Brain MRI 52.4147 0.9509 0.8665 0.3463 0.6064
Breast Mammography 51.6473 1.0000 0.8353 0.3079 0.5716
Us 51.6567 0.9478 0.8438 0.3214 0.5826
(b) For Sample Patient Information
Body CT 427513 0.9932 0.9094 0.2823 0.5959
Neck X-ray 42.2494 0.9987 0.9595 0.3388 0.6492
Brain MRI 41.8552 0.9923 0.9005 0.1444 0.5225
Breast Mammography 41.8189 0.9988 0.9316 0.3024 0.6170
LI 412284 0.9893 0.8920 0.2150 0.5535

Also, the PSNR values of the proposed scheme are compared with PSNR values of existing
medical image watermarking schemes reported in [26, 27] and tabulated in Table 3. The
comparison of the scheme is performed by test images given in paper [26, 27] (shown in
Fig. 6). Further, the PSNR values of the proposed scheme are compared with PSNR values of
existing image watermarking schemes reported in [9, 10] and tabulated in Table 4. The
comparison of these schemes is performed by value standard images which are obtained from
public image databases such as the SIPI database [33]. The comparison in Table 3 and 4 shows
the proposed scheme provides better imperceptibility to existing medical image watermarking
schemes [26, 27] and image watermarking schemes [9, 10].

5.3 Robustness test

For robustness test of the proposed scheme, various watermarking attacks such as JPEG
compression, the addition of Gaussian noise, the addition of salt & peppers noise, addition
of speckle noise, median filtering, Gaussian low pass filtering, motion blurring, and geometric
attacks such as scaling, rotation are applied on watermarked medical image. At the extraction
side, if the extraction of the watermark image is possible from a corrupted decrypted
watermarked medical image then the scheme is robust and authentic in nature. In this paper,
the robustness of the proposed scheme against various watermarking attacks is measured by
normalized correlation (NC). The robustness performance of the proposed scheme for various
watermark images against various attacks is summarized in Table 4. Table 4 shows that the NC
values of the proposed scheme for all types of attacks are greater than 0.7500 which indicates
that this scheme provides robustness against various types of attacks.

Figure 7 shows the corrupted watermarked medical images after applying attacks on it and
extracted watermark images from the corrupted watermarked medical images. The results

Table 3 Comparison of PSNR (dB) Values of Proposed Scheme with Existing Medical Image Watermarking
Schemes [26, 27]

Gain Factor Existing Scheme [27] Existing Scheme [26] Proposed Scheme
0.1 34.6099 39.1402 57.3996
0.5 20.6305 39.3049 43.8387
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(b)

Fig. 6 Test Images of Existing Schemes [26, 27] (a) Cover Medical Image (b) Watermark Medical Image

shown in Fig. 7 are generated using test images reported in [26, 27] for a better comparison of
the proposed scheme with these existing schemes.

Also, the NC value of the proposed scheme is compared with NC value of the existing
medical image watermarking schemes [26, 27] for the same set of test medical images and
summarized in Table 5. The comparison in Table 5 shows that the proposed scheme provides
better robustness to existing medical image watermarking schemes [26, 27] against various
watermarking attacks.

5.4 Computation time of proposed scheme
The computational time of the encryption method in the watermarking scheme is one of the
important parameters because it includes an additional process in conventional watermarking.

The speed of the watermarking scheme can’t increase due to the encryption method [30]. The
time required for encryption and decryption for different cover medical images at gain factor =

Table 4 Robustness Performance of Proposed Scheme against Various Watermarking Attacks

Watermarking Attacks Quality Parameters For Binary Logo For Sample Patient Information

JPEG Q=90 0.9859 0.9988
Q=70 0.9704 1.0000
Q=50 0.9635 0.9898
Q=10 0.9375 0.9656
Gaussian Noise Noise Density =0.0001  0.9694 1.0000
Noise Density =0.0005 0.9663 1.0000
Salt & Pepper Noise Noise Density =0.0001  0.9940 0.9480
Noise Density =0.0005 0.9592 0.9895
Speckle Noise Noise Density =0.0001  0.9933 0.9632
Noise Density =0.0005  0.9961 0.9404
Median Filter Filter Mask=1 x 1 1.0000 0.9564
Filter Mask =2 x 2 0.9618 0.7614
Motion Blurring - 0.9285 0.8518
Sharping - 1.0000 0.9516
Scaling 128-256 — 128 0.9452 0.9415
Rotation 1° 0.9974 0.9588
Gaussian Low Pass Filter Filter Mask=3 x 3 0.9501 0.8704
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Watermarking Corrupted Watermarked Medical

Attacks Tmages Extracted Watermark Images

JPEG Compression
(Q=90)

Gaussian Noise (Noise
Density = 0.0005)

Median Filtering
(2x2)

Salt & Pepper
(Noise Density =
0.0005)

Gaussian Low Pass
Filtering (3%3)

Scaling

Fig. 7 Robustness Performance of Proposed Scheme against Various Watermarking Attacks
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Table 5 Comparison of NC Values of Proposed Scheme with Existing Medical Image Watermarking Schemes
[26, 27]

Attacks Gain Noise Existing Scheme [27] Existing Proposed

Factor Density Scheme Scheme
[26]

Salt & Pepper Noise 0.7 0.04 0.9736 0.9734 1.0000
0.9 0.06 0.9646 0.9641 1.0000

Gaussian Noise 0.7 0.04 0.9849 0.9841 1.0000
0.9 0.06 0.9888 0.9872 1.0000

Speckle Noise 0.7 0.04 0.9522 0.9496 1.0000
0.9 0.06 0.9285 0.9275 0.9948

0.2 is summarized in Table 6 and compared with the time of the existing method [27]. Table 6
indicated that the minimum time and maximum time for encryption are 0.6315 s (for Breast
mammography image), 0.7227 s (for Body CT image), respectively while minimum time and
maximum time for decryption are 0.3734 s (for Brain MRI Image) and 0.4989 s (for Breast
mammography image). Table 6 also indicates that the computational time for the encryption
and decryption process of the proposed scheme is less than the computation time of the
existing method [27] which is indicated that the proposed scheme performs fast than the
existing scheme [27].

5.5 Payload capacity of proposed scheme

The payload capacity (PC) of any watermarking scheme is defined by how much watermark
information can embed into a cover medical image. The payload capacity of any watermarking
scheme is calculated using the below equation:

_ WSize

PC =
CSize

bpp (6)
where PC is a payload capacity, Wy, is the size of the watermark image in terms of bits, Cy;.
is the size of the cover medical image in terms of pixels, and bpp is bit per pixel.

The payload capacity of the proposed scheme is compared with various existing
watermarking schemes [1, 20, 26, 27] and summarized in Table 7. The payload capacity of
existing schemes is a half bit per pixel or one bit per pixel while the payload capacity of the

Table 6 Encryption and Decryption Time of Proposed Scheme for Different Medical Images

Test Cover Medical Proposed Scheme Existing Scheme [27]

Image
Encryption Time  Decryption Time  Encryption Time  Decryption Time
(seconds) (seconds) (seconds) (seconds)

Body CT 0.7227 0.4180 29.4558 29.21426

Neck X-ray 0.6733 0.4287 29.6230 29.2142

Brain MRI 0.6364 0.3734 30.1990 30.7440

Breast 0.6315 0.4989 Not reported Not reported

Mammography
Us 0.6595 0.4887 29.4237 29.1841
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Table 7 Comparison of Payload Capacity of Proposed Scheme with Existing Watermarking Schemes [1, 20, 26,
27]

Watermarking Scheme  Size of Watermark Image  Size of Cover Image  Payload Capacity (bpp)

Arunkumar et al. [1] 256 x 256 512 x 512 0.5
Priya et al. [20] 256 x 256 256 x 256 1
Thakur et al. [27] 256 x 256 256 x 256 1
Thakur et al. [26] 256 x 256 256 x 256 1
Proposed 256 x 256 128 x 128 2

proposed scheme is two-bit per pixel. This indicates that the proposed scheme can embed more
information compared to existing schemes [1, 20, 26, 27] in the literature.

5.6 Security analysis and false positive test (FPT) of the proposed scheme

In the proposed scheme, the security of the watermarked medical image provided by an
encryption algorithm. The Arnold scrambling based encryption and decryption process is used
for this purpose. For security analysis of the proposed scheme, Arnold scrambling with secret
key k=5 are used for the generation of encrypted watermarked medical images at the
transmission side and decrypted watermarked medical images at the receiver side. Fig. 8 (a)
shows the decrypted watermarked Body CT image with the correct secret key k=5 while
Fig. 8 (b) — (d) shows decrypted watermarked Body CT images using wrong secret keys k*.
The results in Fig. 6 shows that without the correct secret key £, the original watermarked
medical image can’t be decrypted and obtained at the receiver side. Thus, it indicates that the
proposed scheme provides security to the watermarked medical image when it transmits over
an open communication channel and used in various telemedicine applications where the
security of medical images is required.

A false positive test (FPT) is a very important test for performance evaluation of SVD based
watermarking scheme as per the security requirements of watermarking. Thus, the FPT of the
proposed scheme is tested by taking different grayscale images. A false positive (FP) occurs
when the watermark is extracted from an unwatermarked grayscale image, which doesn’t have
actual information of watermark [32]. For analysis of this test, various non-watermarked
grayscale image form SIPI database [8] and watermark image, the proposed scheme is applied
on each one of test image using same testing parameters such as security keys, gain factor, etc.
to try recover watermark image from an unwatermarked grayscale image. The result of this test
of the proposed scheme is summarized in Table 8. The result indicates that by assuming that
FP occurs if the NC value of recovered watermark image is almost zero; an FP rate for the

(b) (©

Fig. 8 Decrypted Watermarked Medical Image using Various Secret Keys (a) k=5 (b) k=15 (¢c) k=30 (d) k=
45
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Table 8 Results of False Positive Test (FPT) for Proposed Scheme

SL. Non-watermarked Grayscale Extracted Watermark Image using Proposed NC
No Image Scheme
1 0
2 0
3 0

proposed scheme is zero when it tested on around 30 grayscale images of the SIPI database
[33]. According to COX [8], “A false positive rate of 10-% can meet the security requirements”
and hence this proposed scheme can meet the security requirements of watermarking.

6 Conclusions

In this paper, a novel non-blind, robust, and high payload capacity based medical image
watermarking scheme using FRT and SVD is proposed. In this scheme, the additional security
to medical image provides using Arnold scrambling after watermark embedding into it. The
obtained evaluation parameters are acceptable as per all requirements of the watermarking and
encryption method. The experimental results of the scheme indicated that this scheme is robust
against various watermarking attacks. These results are also measuring at different gain factors
which are indicated that this scheme equally works for all possible combinations of gain
factors. Therefore, the proposed scheme can be used for the security of the medical image in
telemedicine applications by exploring the watermarking and encryption method. Further, the
comparative analysis of the proposed scheme with existing schemes indicated that the
proposed scheme performed better than existing schemes related to the security of medical
images.
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